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Section 1
WRF Project #04670 Introduction




WRF Research Track

* Area Focus Program Research Track was Qe WERE
established in 2015 — Defining Attributes and =
Demonstrating Benefits of Intelligent Water seting heiotes nd
Networks. e

* Initial Project - #04614 (published in 2017) —
surveyed the field and identified research

projects for the track. .

* This Project - #04670 is one of the projects
recommended by #04614.

Source: WRF Project # 04614
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Need for Project #04670

Utilities use a wide range of information systems as
part of IWS

Information systems often evolved independently

As a result, cybersecurity, performance, and
integration challenges exist

Project #04670 needed to: : :

Inventory types of systems and associated
communication media and protocols

Securit
Provide guidance to help utilities select best Video @
communication and cybersecurity

Other
Information
Systems 6

3

Access
Control



Project Approach

* Work with Utility Advisory Panel (UAP) from 8 utilities and WRF Project
Advisory Committee (PAC) from 4 additional utilities

* Perform a utility survey to understand the current situation
* Explore emerging technologies

* Conduct workshop to review
findings with UAP and PAC

* Create final report and tool to
provide guidance
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Utility Survey Findings



Who Were the Survey Respondents?

m Water
m Wastewater

m Stormwater

® Small(< 100K)
B Medium(101K<>499K)
® Large(> 500K)

Source: WRF Project # 04760



Most Popular IWS Information Systems

Respondents’ Information Systems

WATER DISTRIBUTION SCADA SYSTEM 30
SECURITY VIDEO 810 |
CENTRALIZED SECURITY MONITORING/ACCESS CONTROL %
WASTEWATER COLLECTION SCADA SYSTEM 6 7% |
AUTOMATED METER READING 2%
RAINFALL/WEATHER MONITORING (INDEPENDENT OF SCADA) 4% |
PROCESS VIDEO 335
POWERMONITORING (INDEPENDENT OF SCADA) v
FLOW/PRESSUREMONITORING (INDEPENDENT OF SCADA) 3% |
SOURCE WATER MONITORING v
WELLMONITORING (INDEPENDENT OF SCADA) oen
SURVEILLANCE AND RESPONSE SYSTEM ¥ |
STORMWATER SCADA SYSTEM 220 | | |
OTHER g |

0% 10% 20% 30% 40% S0% 60% 70% 80% 90% 100%
PERCENT OF RESPONDENTS WITH EACH INFORMATION SYSTEM

Source: WRF Project # 04760
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Most Popular Means of Communications

i
+
|

BE

7 J l 0

| | [ | PR 0N 4000 gRo 1 1
DEDICATED FIBER CELLULAR RADIO LEASED FIBER LICENSED MAS RADIO UNLICENSED SPREAD
SPECTRUM BELOW 1GHZ
s Water Distnbution SCADA System » Wastewater Collection SCADA System
= Stormwater SCADA System # Surveillance and Response System - Water Quality (ndependent of SCADA)
» Automated Meter Reading Flow/Pressure Monitoring (independent of SCADA)
s Power Monitoring (independent of SCADA) » Centralized Secunty Monitonng/Access Control
s Secunty Video » Process Video
= Well Monitoring (ndependent of SCADA) » RainfallWeather Monitoring (independent of SCADA)
8 Saires Watar Manitorinn MOthar

Source: WRF Project # 04760
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Distribution SCADA Protocols

NOT SURE OR DON'T HAVE THIS SYSTEM

PROPRIETARY

OTHER

OPC

ETHERNET/P

DNP3

MODBUS

TCP/IP 1
0% 10% 20% 30% 40% 20% 60% 70% 80% 90% 100%
PERCENT RESPONDED

Source: WRF Project # 04760
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Collection System SCADA Protocols

NOT SURE OR DON'T HAVE THIS SYSTEM

PROPRIETARY

OTHER

OPC

ETHERNETAP

DNP3

MODBUS

TCPAP

0%

10%

20%

30%

40% 50% 60%
PERCENT RESPONDED

70%

e

80% 90% 100%

Source: WRF Project # 04760
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Use of Security Technologies

ENCRYPTION VPNS FIREWALLSAT EACHREMOTE  AUTHENTICATION WITHIN THE

SITE PROTOCOL
® Water Distribution SCADA System » Wastewater Collection SCADA System
» Automated Meter Reading u Centrakized Security Monttoring/Access Control
m Secunty Video

Source: WRF Project # 04760
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Use of Security Technologies

APPLY VENDOR SECURITY PATCHES UTILIZES NETWORK INTRUSION DETECTION  UTILIZES SECURITY INFORMATION AND

TO NETWORK EQUIPMENT(ROUTERS, SYSTEM(NIDS) EVENT MANAGEMENT(SIEM)
RADIOS)
u Water Distribution SCADA System » Wastewater Collection SCADA System
= Automated Meter Reading s Centralized Secunty Monitoning/Access Control
= Security Video

Source: WRF Project # 04760
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What Survey Revealed about Security

Reduced participation in answering security questions

Room for improvement

Approx. 66% have formal cybersecurity policies and
procedures

Approx. 50% have had independent cybersecurity testing
done in the past 2 years

Approx. 25% are using Security Information and Event
Management systems
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Section 3

Considerations for IWS
Communications and Security
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Introduction to Considerations Matrix Tool
Concept developed during UAP/PAC workshop

Excel sheet for each of the most popular information systems

Each sheet shows, for the 5 most popular communication
methodologies:

General considerations
Cybersecurity considerations
General observations concerning capital and O&M Costs

General and security considerations for the most popular protocols
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Introduction to Considerations Matrix Tool
(Cont.)

AMI/AMR sheet is focused on Field Area Networks (FANSs)

Security Video provides general and security considerations for
protocol/codecs (communication/compression methods)
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Considerations Matrix for Distribution SCADA

INFORMATION SYSTEM

COMMUNICATION
METHODOLOGY

Distribution SCADA System

GENERAL CONSIDERATIONS

CYBER CONSIDERATIONS

N/ Ny

Dedicated Fiber

*Reliable

*Authentication/ Encryption over WAN

High.
fiber
cost

*Large bandwidth

*Firewall capabilities

*May be shared with other
information systems.

*Have dedicated strands for each
communication system. Use virtual
network technology if physical
separation on separate strands is not
possible.

*QOS and SLAs very important
to guarantee required
bandwidth if fiber is shared.

Intrusion detection technology (critical
sites)

L ife-cycle (don't control

*Au tication measures

EL/-\.,W




Considerations Matrix (Continued)




Considerations Matrix (Continued)
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Emerging Technologies



Emerging Communication Technologies
* Low Power Wide Area Networks (LPWANS)

»Wide coverage to distributed devices using small packets at regular intervals, often
battery powered

> Examples: R

* LoRa -900 MHz ISM, low downlink bandwidth challenge — |

WL-41 Water Level Recorder

= RPMA - 2.5 GHz ISM, increased downlink bandwidth over LoRa A
LoRa st
" LTE-CatM1 — cellular LTE technology, use cellular providers b o | e |

= NB-loT — cellular LTE technology, complementary to CatM1 & S
* WIiMAX
»Higher bandwidth, but higher power requirement

» Licensed spectrum
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Emerging Security Technologies

* Inventory Technologies

* Passive discovery tools
* Hybrid Tools working with ICS vendor

applications detect changes
* Threat Detection

* Network inspection

* Use Al to flag abnormal communications

* Industrial firewalls

* Understand industrial protocols

* Provide higher level of filtering
capability

s Operator
Central SCADA Site Workstation

= Intrusion m
Detection -1
o' System

v Ethernet Network
DMZ Network P i
on-Process Control / Communications
etworks P =
g 3 rocessor c.

Operator
Workstation

Internal
.| | Historian
0

Telemetrv 7 o\ SCADA SCADA
. /Remote Publlc Radio ‘ / Server A ServerB
Non-Pr Control Z Access  Historian A\ T lemetry Com
Networks / Server ,/ }
(Department Business, / 4 4
Network)
. Remote
1 ’ 7/ Remote f\\ SCADA Site
H f\\ aaiee Remote !
]
~ ‘ m SCADA Site ‘ @
~\/ )\ 1 ,' Telemetry RTU o
N Remote/Mobile g, TSlemety R ox ‘ AN Radio pLC
AN Radio pLC
Users .{.‘\ Telemetry RTU or
‘»& AN Radio  PLC
N o

@ Network Partitioning
@ Secure Remote Access

Q Host Computer Hardening

@ Security Policy

5 Firewalls and Perimeter
Protection

@ Intrusion Detection

@ Wireless Infrastructure
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Conclusions



Conclusions

* Survey revealed the most popular IWS
information systems, communications
technologies and protocols

* There is room for security improvements

* Utilities should consider risks associated with
use of older communications with older
protocols

* The considerations matrix provides guidance
when selecting communication methods and
protocols

* Utilities have an increasing range of
communications options as new technologies
emerge

Intelligent Water Monitoring and Control

Customer Water Storage

Satellite

Level Monitor

=+  Water Quality

Pressure Reducing (Control)

2
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= e59

Weather Station and Rain/Snow Gauge

Flow and Customer

Pressure

~— Dam Safety Monitor Pump Station (Control)

. — Water Quality Flow and
= Flow Pressure Monitor

Water
Quality
'jy i 8 1 Pumping and
ezl el Treatment
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Ground Water Source —_W ip E!..!

Aquifer Monitoring

Monitor

Treatment Plant (Process Control)

T Water Quality Pump Station (Control)
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Questions?

Bob Daly, EMA Mary Smith, WRF

Bob: bdaly@ema-inc.com

Mary: msmith@waterrf.org
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June 14, 2018
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